Aula Magna

SECURITY & PRIVACY OVERVIEW

A business school runs on trust. This is how Aula Magna protects the personal data of your students, faculty and alumni — in transit, at rest, and

every day in between.

HOW YOUR DATA IS PROTECTED

Encryption everywhere. TLS 1.2+ in transit (HSTS, preloaded); AES-
256 at rest.

Full audit trail. Every action on personal data is logged — who, what,
when — and exportable.

Hardened by default. CSP, clickjacking + MIME protections, rate
limiting, dependency scanning, pentests.

Least-privilege access. Role-based access enforced before any page
loads; students see only their own records. MFA on staff accounts.

Backups & resilience. Automated encrypted backups, regularly tested
restores, documented DR.

Wrap, don't rip out. Sits alongside your systems of record — no risky
migration, no second copy of everything.

SECURITY IS A PROGRAM — WHAT WE RUN, ON A SCHEDULE

Every commit

Dependency scan + static analysis + tests; high-severity findings block release.

Weekly Dependency patching; review of authentication / access logs for anomalies.
Monthly Tested backup restore; access review; secret-rotation check.

Quarterly Vulnerability scan; disaster-recovery drill; subprocessor review.

Annually Independent third-party penetration test; incident-response exercise.

Continuously

DATA GOVERNANCE & GDPR

v Your school is Data Controller; we are your Processor under a
signed DPA (Art. 28).

v EU data residency — hosted in the region you require.
v’ Data minimisation; right to access, correction & erasure.
v’ 72-hour breach notification with a documented runbook.
v A named Data Protection Officer, reachable directly.

Security contact security@aulamagna.edu - DPO dpo@aulamagna.edu

24/7 uptime, error & security monitoring; automated encrypted backups.

SUBPROCESSORS

SOC 2
SOC 2 - ISO 27001

Vercel — hosting & edge network
Neon — managed Postgres database

CERTIFICATIONS

Today: the controls above + regular security testing. In progress: SOC
2 Type Il and ISO 27001 — status shared under NDA.
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